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In this paper, we identify 8 methods used to measure errors
and adverse events in health care and discuss their strengths
and weaknesses. We focus on the reliability and validity of
each, as well as the ability to detect latent errors (or system
errors) versus active errors and adverse events. We propose a
general framework to help health care providers, researchers,
and administrators choose the most appropriate methods to
meet their patient safety measurement goals.
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esearchers and quality improvement professionals in

the United States,' Great Britain,? and elsewhere are
mobilizing to reduce errors and adverse events in health
care. But which measurement methods should be used to
demonstrate reductions in error and adverse event rates,
and what are their strengths and weaknesses? Recent
articles about errors and adverse events,>® have only
superficially addressed measurement issues. Other articles
have debated the applicability of principles of evidence-
based medicine to the study of patient safety'®!! but have
not provided a broad framework for understanding mea-
surement issues.

Our goal is to present a conceptual model for
measuring latent errors, active errors, and adverse events.
In addition, we identify some of the error and adverse event
measurement methods commonly used in health care, and
discuss the strengths and weaknesses of these methods.
Researchers and individuals interested in quality improve-
ment can use our model to help select the most appropriate
measurement methods to meet their goals and to evaluate
the methods used by others.

We have not conducted an exhaustive review of the
literature to identify all error and adverse event meas-
urement methods used in health care, nor do we
attempt to review all methods used in other industries.
Instead, we discuss what we believe to be commonly
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used methods for measuring errors and adverse events
in health care. We believe that measurement methods
we do not discuss, or ones developed in the future, can
be placed into our conceptual model. Hopefully, the
model will assist researchers and quality improvement
professionals in understanding the strengths and weak-
nesses of various measurement methods and in choos-
ing the appropriate measurement method(s) for their
goals.

DEFINITIONS

In this paper, we use the phrase errors and adverse
events to encompass a number of commonly used terms. We
use the word error to include terms such as mistakes, close
calls, near misses, active errors, and latent errors. The term
adverse events includes terms that usually imply patient
harm, such as medical injury and iatrogenic injury. We
believe the phrase errors and adverse events is useful for
this paper because errors, as defined by Reason,'? do not
necessarily harm patients, whereas the term adverse event
does imply harm. Together, the phrase errors and adverse
events encompasses most terms pertinent to patient
safety.®

“Measurements describe phenomena in terms that can
be analyzed statistically,”'® and they should be both
precise (free of random measurement error) and accurate
(free of systematic measurement error). Readers should
recall that precise is a synonym for reliable, and accurate a
synonym for valid. Unfortunately, measuring errors and
adverse events is more difficult than measuring many other
health care processes or outcomes because errors and
adverse events need to be understood in the context of the
systems within which they occur. Based upon research in
health care,'* as well as in other fields,'® an individual
error or adverse event is usually the result of numerous
latent errors in addition to the active error committed by a
practitioner.

Latent errors include system defects such as poor
design, incorrect installation, faulty maintenance, poor
purchasing decisions, and inadequate staffing. These are
difficult to measure because they occur over broad ranges
of time and space and they may exist for days, months, or
even years before they lead to a more apparent error or
adverse event directly related to patient care. Active errors
occur at the level of the frontline provider (such as
administration of the wrong dose of a medication) and are
easier to measure because they are limited in time and
space. We propose that because latent errors occur over
broad temporal and geographical ranges, and because
active errors are more constrained in this regard, some
measurement methods are best for latent errors and others
for active errors.
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Importantly, some methods are able to detect both
latent and active errors. But we believe that when
comparing those methods to each other they each have
relative strengths and weaknesses for detecting latent
versus active errors. For example, morbidity and mortality
conferences (with or without autopsy results), malpractice
claims analysis, and error reporting systems all have the
ability to detect latent errors, active errors, and adverse
events. However, their strength is in detecting latent
errors, when compared to methods such as direct
observation of patient care and prospective clinical
surveillance for predefined adverse events. The reason is
that they include information from multiple providers who
were involved in the care over different times and physical
locations. This increases the likelihood that latent errors
may be detected. In contrast, methods such as direct
observation and prospective clinical surveillance tend to
focus on a few providers in a relatively limited time
period, decreasing the likelihood of detecting latent
errors.

Before discussing those points in more detail, we
review the strengths and weaknesses of 8 measurement
methods that have been used to measure errors and
adverse events in health care (Table 1).

METHODS USED TO MEASURE ERRORS AND
ADVERSE EVENTS

Morbidity and Mortality Conferences and Autopsy

Morbidity and mortality (M and M) conferences with or
without autopsy results have had a central role in surgical
training for many years.'® The goal of these conferences is
to learn from surgical errors and adverse events and
thereby educate residents and improve the quality of care.
The ability of M and M conferences to improve care has not
been proven, but there is a strong belief in its effectiveness.
In fact, the Accreditation Council for Graduate Medical

Education requires surgery departments to conduct weekly
17

M and M conferences,

and faculty and residents have

Table 1. Advantages and Disadvantages of Methods Used to Measure Errors and Adverse Events in Health Care

Error Measurement Method Examples* Advantages Disadvantages
Morbidity and mortality 16-21 Can suggest latent errors Hindsight bias
conferences and autopsy Familiar to health care providers and Reporting bias
required by accrediting groups Focused on diagnostic errors
Infrequently and nonrandomly utilized
Malpractice claims analysis 25-28 Provides multiple perspectives Hindsight bias
(patients, providers, lawyers) Reporting bias
Can detect latent errors Nonstandardized source of data
Error reporting systems 29-35 Can detect latent errors Reporting bias
Provide multiple perspectives over time Hindsight bias
Can be a part of routine operations
Administrative data analysis 36-40 Utilizes readily available data May rely upon incomplete and
Inexpensive inaccurate data
The data are divorced from
clinical context
Chart review 41-44 Utilizes readily available data Judgements about adverse events
Commonly used not reliable
Expensive
Medical records are incomplete
Hindsight bias
Electronic medical record 45, 46 Inexpensive after initial investment Susceptible to programming and/or
Monitors in real time data entry errors
Integrates multiple data sources Expensive to implement
Not good for detecting latent errors
Observation of patient care 47-50 Potentially accurate and precise Expensive
Provides data otherwise unavailable Difficult to train reliable observers
Detects more active errors than Potential Hawthorne effect
other methods Potential concerns about confidentiality
Possible to be overwhelmed
with information
Potential hindsight bias
Not good for detecting latent errors
Clinical surveillance 53, 54 Potentially accurate and precise Expensive

for adverse events

Not good for detecting latent errors

* The numbers refer to the references.
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positive attitudes about the effectiveness of M and M
conferences.'®

Regarding autopsy, some studies have found that
potentially fatal misdiagnoses occur in 20% to 40% of
cases.'®2?! When coupled with a review of the medical
record and discussions with the providers who cared for the
patient as part of M and M conferences, we believe that
autopsies become a rich source of information that can
illuminate errors that lead to misdiagnosis. Although both
active and latent errors may be identified by autopsy and
M and M conferences, relative to other methods discussed
below, the strength of this method is in illuminating latent
errors. However, autopsy rates and the total number of
cases discussed at M and M conferences are too low to
measure incidence or prevalence rates of errors and
adverse events. These methods of detecting errors and
adverse events are at best a case series, the weakest form of
study design.??

Autopsies and M and M conferences, like other
methods discussed here, are also limited by hindsight
bias.?® For example, when asked to judge quality of care
in groups of cases that were identical regarding the
process of care but varied only by the outcome, anesthe-
siologists consistently rated care in the context of a bad
outcome as substandard, and care with a good outcome
as neutral, even though the processes of care were
identical.>* However, this bias may be avoided by using
evaluators blinded to outcome.

Malpractice Claims Analysis

Analysis of medical malpractice claims files is another
method used to identify errors and adverse events.?52°
The medical records, depositions, and court testimony
that comprise claims files are a large pool of data that
investigators and clinicians could use to qualitatively
analyze medical errors. There are approximately 110,000
claims received each year by the 150 medical malpractice
insurers in the United States?” and analyses of malprac-
tice claims files have led to important patient safety
standards in anesthesia, such as use of pulse oximetry.?®
Relative to other methods, the strength of claims file
analysis lies in its ability to detect latent errors, as
opposed to active errors and adverse events. This powerful
example of the utility of malpractice claims analysis is
balanced by several limitations. Claims are a series of
highly selected cases from which it is difficult to general-
ize. Also, malpractice claims analysis is subject to
hindsight bias as well as a variety of other ascertainment
and selection biases, and the data present in claims files
is not standardized. Finally, although malpractice claims
files analysis may identify potential causes of errors and
adverse events that may be addressed and studied, the
claims files themselves cannot be used to estimate the
incidence or prevalence of errors or adverse events or
the effect of an intervention to decrease errors and adverse
events.

Error Reporting Systems

Errors witnessed or committed by health care provid-
ers may be reported via structured data collection systems.
Numerous reporting systems exist in health care and other
industries?® and their use was strongly endorsed by the
Institute of Medicine report.? Reporting systems, including
surveys of providers®® and structured interviews, are a way
to involve providers in research and quality improvement
projects.>!

Analysis of error reports may provide rich details about
latent errors that lead to active errors and adverse events.
But error reporting systems alone cannot reliably measure
incidence and prevalence rates of errors and adverse events
because numerous factors may affect whether errors and
adverse events are reported. Providers may not report
errors because they are too busy, afraid of lawsuits, or
worried about their reputation. High reporting rates may
indicate an organizational culture committed to identifying
and reducing errors and adverse events rather than a truly
high rate.®? Despite these limitations, error reporting
systems can identify errors and adverse events not found
by other means, such as chart reviews,3® and can thereby
be used in efforts to improve patient safety.>*-3°

Administrative Data Analysis

Theoretically, administrative or billing data might
provide an attractive source of data for measuring errors
and adverse events. However, administrative data may be
incomplete and subject to bias from reimbursement policies
and regulations that provide incentives to code for condi-
tions and complications that increase payments to hospi-
tals (“DRG creep”).3® The Complication Screening Program
(CSP) is designed to identify preventable complications of
hospital care using hospital discharge data,®” but the utility
of the CSP for detecting errors and adverse events is
unclear.®®3° Other screening methods, including those
available through hospital billing data, do not identify a
high percentage of adverse events.*® Despite these limita-
tions, administrative data is in our opinion less susceptible
to the ascertainment and selection biases that limit
autopsies, morbidity and mortality conferences, mal-
practice claims analyses, and incident reporting systems.

Chart Review

Large, population-based chart reviews have been the
foundation of research into errors and adverse events,?*!
and the continuing usefulness of chart review is demon-
strated by the Center for Medicare and Medicaid Services’
recent decision to use chart review as a methods for
monitoring patient safety for its beneficiaries throughout
the country. Despite advances in the science of medical
record review,*? there are many flaws in this methodology.
Judgments about the presence of adverse events by chart
reviewers are known to have only low to moderate

reliability (precision).*® Another limitation of chart review
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is incomplete documentation in the medical record.** In our
experience, incomplete documentation can affect the ability
to detect both latent errors and active errors that may lead
to adverse events, a weakness that may be addressed by
combining chart review with provider reporting.33

Electronic Medical Record Review

Reviewing the electronic medical record may improve
detection of errors and adverse events by monitoring in
“real time” and by integrating multiple data sources (e.g.,
laboratory, pharmacy, billing). Use of computers to search
the electronic medical record*® can find errors and adverse
events not detected by traditional chart review or provider
self-reporting.*®

While more complete than hand written records
(because of the ability to integrate multiple data sources),
the data in the electronic medical record are still entered by
humans and therefore prone to error and bias. Also, no
standardized method exists to search for errors and
adverse events. The reliability and validity of such mea-
surement tools is unknown and deserves further study.
The initial cost of these systems remains another signifi-
cant limitation.® But as hospital medication delivery
systems and laboratory reporting systems become more
integrated with computers, structured review of the elec-
tronic medical record is likely to be an important method
for measuring errors and adverse events and has the
potential to be both accurate and precise.

Observation of Patient Care

Observing or videotaping actual patient care may be
good for measuring active errors. Observation has been
used in operating rooms,*’ intensive care units,*® sur-
gical wards,*® and to assess errors during medication
administration.’® These studies found many more active
errors and adverse events than previously documented,
again highlighting the limitations of the other measure-
ment methods described above.

Direct observation is limited by practical and meth-
odologic issues. First, confidentiality is a concern because
data could potentially be used by supervisors to punish
employees, or could be obtained by medical malpractice
plaintiff attorneys. Second, direct observation requires
time-intensive training of observers to ensure reliability
(precision). Third, if the observers are not or cannot be
blinded to patient outcome, hindsight bias may be present.
Fourth, observation of care focuses on the “sharp end” or
on the providers instead of the entire system of delivery.>!
As we have noted, most errors and adverse events are the
result of many antecedent latent errors that are usually not
observable (e.g., equipment purchasing decisions) while
watching patient encounters at one point and place in time.
This limitation can be addressed by interpreting data from
direct observation in the context of data derived from
incident reports, claims files analysis, and autopsies.
Finally, the Hawthorne effect,5? which occurs when individ-

uals alter their normal behavior because they are being
observed, is also a limitation.

Clinical Surveillance

Potentially, the most precise and accurate method of
measuring adverse events is exemplified by many of the
studies that comprise the large literature on postoperative
complications.?® For example, the measurement of post-
operative myocardial infarctions may include administra-
tion of electrocardiograms and measurement of cardiac
enzymes in a standardized manner to all patients in a
prospective cohort study.?* Other adverse events could be
measured in a similar fashion.

We believe that this type of active, prospective
surveillance typical of classical epidemiologic studies is
ideal for assessing the effectiveness of specific interven-
tions to decrease explicitly defined adverse events. How-
ever, because clinical surveillance tends to focus on
specific events in a focused time and place, we believe it
provides relatively less contextual information on the
latent errors that cause adverse events, and furthermore,
may be costly.

DISCUSSION

Figure 1 illustrates our proposal for a general frame-
work to help select error and adverse event measurement
methods. Health care providers, researchers, administra-
tors, and policy makers may find it useful to see these
methods as existing on a continuum that illustrates the
relative utility of each method for measuring latent errors
as compared with active errors and adverse events (Fig. 1).
On the left of this continuum are methods that capture the
rich contextual issues that surround errors and adverse
events and thereby allow detection of the latent errors that
lead to them. These include medical malpractice claims file
analysis, incident report analysis, morbidity and mortality
conferences, and autopsies.

Using methods like these to identify latent errors has
helped improve patient safety in areas like anesthesiology
and pharmacy. For example, claims file analyses led to
implementation of pulse oximetry in anesthesia,?® and

Latent errors Active errors Adverse events

« Chart review « Direct « Clinical
observation surveillance

«Incident reporting

* Administrative
data analysis

*Autopsies and
morbidity and

mortality conferences .
ty *Information

*Malpractice claims technology
files analysis

FIGURE 1. The relative utility of methods for measuring latent
errors, active errors, and adverse events.
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incident reports have led to pharmacy practices such as
removal of concentrated potassium chloride from nursing
units, or requiring the use of leading zeros when writing
medication doses.

Although these methods can provide important and
actionable information about systems, they also have
weaknesses. They are incapable of providing error or
adverse event rates because they are imprecise, primarily
because of the various factors that influence whether an
error or adverse event leads to a claim, incident report, or
autopsy. Therefore, they should be used sparingly, if at all,
to assess the efficacy of interventions to improve patient
safety. Instead, they can identify the latent errors that need
to be addressed. The efficacy of interventions to address
these errors and the related active errors and adverse events
can be determined with more precise methods to assess
baseline rates of errors and adverse events and the efficacy
of interventions.

For example, at the far right of the continuum are
prospective clinical surveillance and direct observation.
These methods can provide precise and accurate estimates
of error and adverse event rates in a prospective fashion,
and are thus suited to measure incidence, prevalence, and
the impact of interventions. However, we believe that direct
observation and clinical surveillance alone have relatively
limited ability to measure latent errors because such errors
may have occurred in a different time or place than is being
observed.

The usefulness of our conceptual model is supported
by its ability to explain and place in context debates about
improving patient safety. For example, indirect support for
our model (Fig. 1) comes from applying it to two recent
articles that discussed the merits of using evidence-based
medicine (EBM) principals to evaluate patient safety
practices. Leape et al. argued that exclusive reliance on
EBM would result in missed opportunities for improving
patient safety because many patient safety practices that
are believed to be effective have not been, and cannot be,
assessed with randomized controlled trials. Leape et al.'®
gave examples of patient safety practices such as
pharmacy-based intravenous admixture systems, unit
dose dispensing of medications, removal of concentrated
potassium chloride from nursing units, and various
anesthesia safety practices that are believed to improve
patient safety but do not meet EBM criteria for accept-
ance. These practices have come into existence because of
errors and adverse events that were initially detected by
methods on the left side of our figure (malpractice claims
analysis and incident reporting). These methods allowed
not only for the adverse event to be detected, but for the
latent errors that led to the adverse event (e.g., the
presence of concentrated potassium chloride on nursing
units) to be detected.

In a companion piece, Shojania et al.'' urged more
reliance on EBM principals to determine whether patient
safety practices were effective. They identified certain
practices that have been tested in clinical trials (for

1

example, perioperative 3 blocker use and thromboembo-
lism prophylaxis). These types of patient safety practices
have been tested by using measurement methods on the
right side of our figure (e.g., prospective clinical surveil-
lance to detect postoperative thromboembolic disease or
cardiac complications).

Our model illustrates how the contrasting perspectives
of Leape and Shojania originate in part from reliance on
different measurement methods that vary in their pre-
cision, accuracy, and ability to detect latent errors versus
active errors and adverse events. Leape urges us to use the
methods on the left of our figure because of their ability to
detect very important latent errors. Shojania favors reli-
ance on measurement methods on the right because of
their ability to provide precise and accurate measurements.
Our model accommodates both of these approaches and
suggests that they exist on a continuum.

Our model also suggests that a comprehensive
monitoring system for patient safety might include
combinations of the measurement methods we discussed.
For example, ongoing incident reporting, autopsies, mor-
bidity and mortality conferences, and malpractice claims
file analysis could be used to identify latent errors and
some active errors and adverse events. These methods
would not be used to calculate rates, but rather to direct
subsequent projects that would use chart review, direct
observation, or prospective clinical surveillance to mea-
sure explicitly defined errors and adverse events. Combin-
ing different measurement methods has been used
successfully by hospital epidemiologists to detect nosoco-
mial infections.®®

One primary goal of health care is to “do no harm.”
Understanding the relative strengths and weaknesses of
the error and adverse event measurement methods dis-
cussed here can help investigators, clinicians, adminis-
trators, and policy makers meet this goal.
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